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X-ray Origins

• Storing raw diffraction images could provide a 
‘greater hurdle’ against false structure solutions.1

• This is only the case if the manufacture of raw data 
is sufficiently difficult.

• This talk covers:
• The need for a method to validate our diffraction 

frames.

• Suggestion of a method to ensure that the diffraction 
frames archived are from genuine experimental data.

1: L. M. J. Kroon-Batenburg & J. R. Helliwell, Acta Crystallogr. Sect. D: Biol. Crystallogr., 2013,  
70, 2502-2509









• Discovered during the 
testing of checkCIF.

• Structure factor files 
were discovered to be 
almost identical.

• One set of intensities 
were taken and refined, 
unit cell size and 
elements within were 
manually changed to 
produce data for other 
‘structures’. W. T. A. Harrison, Jim Simpson, and 

Matthias Weil, Acta Crystallogr., Sect. 
E, 2010, 66, e1-e2
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How is it done?



X, Y, Z coordinates of spotsIntegrated Intensity

• .raw files contain information on position and intensity of diffraction spots.
• Positional information can be used in conjunction with F2 values, which are 

used as the total intensity values.
• Diffraction frames are all well documented, this knowledge allows us to 

produce frames that can be read within existing processing software.

.raw file



• The sum of the intensity of each spot is calculated 
for each frame.

• Cumulative distribution is calculated between each 
pair of consecutive frames. 

• Total intensity of a reflection on frame Z is the 
cumulative distribution of the Gaussian between Z 
and Z-1.

Z Z+1 Z+2 Z+3Z-1Z-2Z-3



• Cumulative distribution is 
calculated for each row of 
pixels around the 
centroid.

• Then the cumulative 
distribution calculated for 
each pixel within the row.

• This process takes place 
for each reflection on a 
frame.

• After this is complete, a 
background is added to 
the image.

Reflection Centroid

Pixel



• Frames are then 
manufactured.

• Header information is 
recycled from real 
frames – with minor 
edits.

• Image is encoded in the 
required format.



Frame Comparison

Real Replica



How Could We Detect 
Fraud Within Raw 

Diffraction Frames?



Encrypt Entire Frame
• Fraudsters would have to 

crack the encryption and be 
able to re-encrypt files.

• Could slow down diffraction 
software as the decryptions 
need to be performed.

• Could hamper the 
development of current and 
new diffraction frame 
formats.



Encryptions within frame header
• Using information 

from the diffraction 
image to create an 
encrypted section 
within the header.

• Encryption check 
required when file is 
submitted.
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Addition of information
• Fraud is prevented by 

photographing and 
cataloguing famous artwork 
without its frame.

• In a similar way, extra values 
or information could be added 
around the image, within the 
image binary itself.

• Fraudsters would have to 
know of its existence.



Certification
• An additional file produced 

during the diffraction 
process, which contains 
encrypted information 
about the frames.

• Encryption check needed 
when raw images are 
submitted.
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Thank you for listening



Should we rely on the 
honesty of our peers?
Has anything like this already been 

done?


